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Changes in positive vetting
Important changes in positive vetting are being 
implemented following a review by the Security 
Commission. The review, the first since the 
Radcliffe Report in 1962, followed a series of 
allegations by the journalist, Chapman Pincher, 
in his book, Their Trade is Treachery.

In March 1981, the Security Commission 
was asked to examine security procedures and 
practices in the public service and to consider 
possible changes. The review was carried out 
by three Commission members, chaired by Lord 
Diplock. His colleagues were Lord Bridge, a 
law lord, and Lord Allen, permanent secretary 
at the Home Offiice from 1966-72. Unlike the
Radcliffe report, the Diplock inquiry has not 
been published. However, following a commit­
ment given in parliament on 19 May 1982, the 
Prime Minister published a detailed govern­
ment statement on the Commission’s recom­
mendations (Cmnd 8540, HMSO, £1.90).

The report marks a significant shift in 
official thinking about the kind of threat the 

security services should be dealing with. The 
external threat from the Soviet bloc still exists, 
say the commission, but 'the internal threat 
has altered considerably since Radcliffe. It has 
become more varied and viewed as a whole has 
grown more serious.’

This has happened, the commission believes, 
because the Communist Party has lost mem­
bership. This has been accompanied by 'the 
proliferation of new subversive groups of the 
extreme Left and extreme Right (mainly the 
former) whose aim is to overthrow democratic 
parliamentary government in this country by 
violent or other unconstitutional means, not 
shrinking in the case of the most extreme 
groups from terrorism to achieve their aims.’ 

The threat posed by these groups is not 
connected with any external power. 'They 
might as well seek to make public information
injurious to the interests of this country, not at 
the behest or for the benefit of any foreign
power, but simply to harm this country itself, 
whether by causing a rift between it and its 
allies or otherwise, and by these means to
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Data protection?
The long awaited government White Paper on 
Data Protection (Cmnd. 8539) is a brief, deli­
berately vague document that outlines the 
minimum requirement that will allow the 
government to ratify the European Conven­
tion on Data Protection. The seven pages of 
legislative proposals have taken the Home 
Office over three years to write since the pub­
lication of the Lindop Committee’s recommen­
dations on Data Protection (Cmnd. 7341) in 
December 1978. The White Paper formally 
ignores the recommendation for an indepen­
dent Data Protection Authority supported by 
statutory codes of practice for all computer 
users. Instead the White Paper suggests an 
'independent’ Registrar, defines no legally en­
forceable codes of practice for computer users, 
and substitutes a reliance of civil rather than 
criminal measures to remedy any abuse of 
information. The White Paper also raised many 
organisational questions concerning how 'in­
dependent’ the registrar will be, and as antici­
pated in the background paper in Bulletin No. 
29, allows widescale exemptions for the police 
and security services. For example, the Police 
National Computer (PNC), which the Home 
Office told the Lindop Committee would be 
able to conform totally to their proposed codes 
of practice will now have some applications 
exempt from the 'independent’ Registrar’s 
powers.

weaken its defences against the overthrow of 
democratic government here by force.’

The published statement gives no clue about 
which groups the commission has in mind or 
what criteria it is now applying in its vetting 
and checking. But it is clear that the com­
mission is particularly concerned about 
possible access to classified information 
through computers and other advanced infor­
mation technology.

Among its specific recommendations are: a 
thorough review of the current classification 
system for documents, aimed at reducing the 
amount of material given to top security 
classification; revision of the departmental 
manuals on security guidance; a review of 
existing positive vetting classification to see 
whether the number of posts in the home civil 
service requiring positive vetting can be 
reduced; and the setting up of a committee on 
security and electronically stored or processed 
information reporting directly to security 
chiefs.

These exemptions are allowed by the Euro­
pean Convention for two reasons. The first 
reason, for protecting 'state security, public 
safety, the monetary interests of the state, or 
the suppression of criminal offence’, has been 
interpreted to mean that national security 
computers and those dealing with criminal 
intelligence will be exempt from any control. 
Indeed, with the exemption of parts of the 
PNC, it must be expected that the exemptions 
will probably be wider than the two mentioned 
in the previous sentence. Although some of 
these computers may have to register that 
they handle personal information, the White 
Paper allows for it to 'be appropriate to restrict 
access (to the information held) by the data 
subject’. Thus we will be allowed to know that 
the Metropolitan 'C’ Department Computer, 
used by the Special Branch, collects personal 
information, but we will be denied any access 
(direct or indirect) to see what information is 
held, how accurate it is and how it is used.

The White Paper also allows for the police 
and security services to collect information 
from other government computers at will. The 
paper states that legislation will allow for 
'registered data users who make information 
available to these authorities ... will not be 
required to register such disclosure of infor­
mation’. In conclusion, the proposed legisla­
tion in relation to national security and police 
matters can be interpreted as being designed 
more for data protection from public scrutiny 
rather than the data protection of the public. 

The other reason for exemption allowed for 
by the European Convention allows for 'pro­
tecting the data subject or the rights and free­
doms of others’. Examples quoted in the White 
Paper are 'medical cases’ or 'sensitive informa­
tion recorded by social workers’. The White 
Paper carefully avoids the definition of 'sensi­
tivity’ or who will determine what is 'sensitive’ 
or how the fact that the information is 'sensi­
tive’ is arrived at in the first place.

The other major ommission in the White 
Paper concerns mixed paper and computer 
records. This is the situation where the infor­
mation held inside the computer describes in 
which filing cabinet the paper-held informa­
tion can be found, The legislation will mean 
that the information held in the computer 
(where the information is) will come under the 
auspices of the 'independent’ Registrar, whilst 
the information itself (on paper) will be exempt 
from control. Thus organisations who store 
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