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Oh well, another Black Chip has finally wriggled its way into the
daylight, the last of the London issues. The next issue will be put
together in Hales and should, all things being equal, be a much more
professionally produced consumable. Well_ that's the intention and
you'll all be far too familiar with the distance between intent and
reality as far as this magazine goes! Along with everyone else - I'll
believe it when I see it. . ó

As for the contents in this issue: well Jules, myself and the
good people at 2600 have contributed nearly all the material. I take
this to be a symptom of unease or uncertainty regarding the magazine
from the rest of the subscribers, or are you all too busy with the
class struggle ? (It is just possible that the mag is so perfect that
any further comment or articles would be superfluousil.

The articles in this issue shouldn't need too much commentary,
I've written a reply to Sam Dolgoff's piece in the last issue, a few
reviews and a summary of news reports about some mysterious deaths
that have occured among British researchers connected with the Star
Wars project. The item on the Labour Party closed user group is not to
be taken as an endorsement of that party's politics, rather an example
of the possibilities that such a network offers. The advert on page 7
is also more by way of an example, taken from 2600. I don't know about
these people's politics and I don't recommend sending off for any of
the books without checking out that they are bona fide, but it does
show how American publishers can get away with things that would be
impossible in this country. The borrowings from 2600 are
selfðexplanatory.

Hell this issue has THO questionnaires for you to fill in 2!! Why
? Hell we need to know where people are "at" so that we can avoid
duplication of information and see what it is that you would like the
magazine to be doing. As I want all future issues to be distributed in
shops and am gearingðup the print run with that in mind I shall be
making considerable efforts to make the magazine more attractive,
(including getting a daisywheel printer to replace this awful
dotðmatrix) but there will be little point if nobody else is writing
any articles. I also hope that I'll be in a position to do photocopies
of earlier issues too if I can get cheap enough copier.

I have omitted the Contacts pages this time to make way for the
directory questionnaire. This will be a good opportunity for everyone
on the Contacts pages to confirm their existence and give us some idea
what they're up to! Anyone who doesn't fill in either questionnaire
and who has formerly included on the Contacts page will be taken off
the exchange list and future contacts listings until we hear from you.

One final point, in this issue nearly every article that I've
typed in has been ñspellðcheckedñ by the OSpell program by Eidersoft,
available only on the EL. Having got this up and running on disc I
must say that it works very efficiently (especially with the expanded
memory) and shown me just how bad my spelling is. All I need now is a
programme to spot missing words, bad grammar and nonsense E5!

See you soon, Richard.
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ANINTER VIEW IV]THHUGO CORNWALL

fry Joltn llnkl
Where did you get your alias from?
ft was actually derived over a rather drunken lunch
with the publisher, all that f had decided that it was to
be a pseudonym, but l will explain genesis. Originally it
was going to be Hugo Comwell with an "E" rather than
an "A" because David Comwell is the real name of John
Le Cane. a spy writer who l rather arinire-ðhe has also
got a number of talented brothers and sisters. So the
original thought was that it was going to be. in order to
mislead the public. yet another member of a very
talented family.

But at the time a number of the Elite hackers were
operating under the name Pensanze. a SIG called
Pensanze which had originally been called The Pirates
of Pensanze for fairly obvious reasons. So Pensanze is
in Comwall. so that's how I cameabout. So we decided
to calf it Comwall with an "A" and Hugo was chosen as
a Christian name simply because f think it is one of the
fess likely names l could possibly have.
How did you start off as a hacker?
Not very deliberately. l got into communicating
computers probably very early round about '78 and l
just got very curious about what was going on in big
computers and liked to drop in and eavesdrop and no
one particularly seemed to mind and l never thought of
it particularly as naughty or illegal but if I picked up a
phone number or a password then I simply canied on
collecting it. l ended up with a few sheets full of these
things and I would pass them around to friends out of
curiosity and it wasn't probably until '82 or óB3 that f
became aware that there were not just other people
collecting [in a] similar sort of way but there was a
proper culture outlet called Hacking and l said, "OK.
well l suppose l am a hacker."
What did you do previous to hackingðdid you have
any other interests that were along the same fine?
f guess I have been interested in what I call in the book
the larger area of tech phreaking. ln other words.
making technology misbehave in the nicest possible
way. l got interested in that when l was an
undergraduate at Oxford and everyone f knew was
interested in Phone Phreaking and that in fact one of
the best phone phreakers was one of the dons and in
the primitive sort of phone system that operated there
you could really do a lot. So I was interested in that.

I certainly got interested in what we over here in
England called bunker hunting. ln other words. trying
to find out secret sites used by the govemment and
also by the U.S. govemment. There was panly a
political motive in that but rt was really rather a lot of
fun.

f got interested also in the brief illegal citizen band
radio thing that was going on in this country. l got a
radio amateur license and l got also very interested in
those pans of the radio spectrum that are not terribly
well advertised. tn most countries in the world,
westem world. you can buy books that tell you where
all the various services lie. You can't in this country or
you couldn't until very recently and l say [ it ] was great
fun trying to work out the pattem of the allocation of
the frequency bands and then using radio scanners [ to]
actually eavesdrop on them. You know although some
of the stuff is now more widely known. there is a lot of
the stuff that isn't known. There are a handful of people
in this country who are really rather good at it
How do the laws in the U. K . versus the U. S. encourage
this type of investigation?  
How do they encourage it? Well they discourage it
really. It is done in two ways. First of all there is a lot
fess published in this country. We have got much
tougher about what we publish. We don't have a

a British hacker/author '

Freedom of lnfomiat ion act. Anything that is generated
by the govemment is deemed to be secret unless [it]
has been specifically released for publication so there
is a hell of aj lot less infomration that is openly
available. So there is that one aspect. The other aspect
is that a lot of our laws are all enveloping in theory
though they're widely ignored in practice. There is a
contrast to the United Slates in particular. l know less
about Canada and that is if you look specifically at
hacking there is no specific anti-hacking legislation.
You can be done for stealing telephone time if you look
at telephone hacking, stealing electricity sometimes.
You can be done for stealing CPU time on a computer
and recently they have done to people for forgery which
is basically using passwords to which they are not
entitled and that case is going to appeal.
What was your motivation for writing "The Hacker's
Handbook"?
The motivation was that l was asked to do it and it was
very very easy. The way it happened was a man who
was a hacker by interest and a publisher by profession
wrotelscrawled a note on a bulletin board saying does
anyone want to write a book on hacking and l wrote
back not very seriously. in effect saying [you] cannot
be serious, it can't be done. He wrote back. said l don't
know, call me back and we will have a chat about it. I
rang up. saidl listed all the obvious things. why all the
obvious reasons shouldn't be published and he sort of
had a debate with me and at the end of it f felt maybe it
could be done. l wrote him a synopsis within 24 hours.
24 hours afterwards he said it was tenific. would I
mind waiting two or three ays till he had his editorial
meeting. but he wanted to do the book and at the end of
all of that. you know within one week. beginning of the
week f hadn't thought of writing the book. I hadn't
thought of writing any book in fact and at the end of the
week l actually had a contract. V

So l would have never written a synopsis for the
book. l would have never hawked it around publishers
but since there was the opportunity and I had already
thought about the synopsis. l thought. well why not
and l did. There was no great buming desire. there was
an opportunity...so l went ahead and did it.
What has been the public /business and media response
to your book?
There was a great deal of interest. the book was for
several weeks on the Sunday Times Best Seller List so
it was competing with some pretty popular items. l
think it got popular interest largely because a reporter
on the Sunday Times rang up the head of The Computer
Security Squad at Scotland Yard [and] asked his
comments. The man hadn't read the book but said
sufficient for her to be able to headline a story "Yard
Condemns Hacker Book". This immediately made the
book appear very very important and very very serious
and alter that it took on a fife of its own and l was from
my amenity the whole thing with a great degree of
amusement.

Those people who knew anything about hacking
decided that it was not a very interesting book and l
never thought that it would do but it obviously excited
a lot of other interest. I think people created the book
for themselves--they badly wanted a book about
hacking. they wanted to make hackers into some sort
of modem myth and my book happened to be around to
capture all of that interest. Though there was a great
deal of luck in it.

One of the effects of the Scotland Yard
condernnalion is that the books that hadn't been very
widely distributed up till then. the original print nrn was
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very small. disappeared very rapidly from the
bookshops and it created a further myth that the book
had been banned in someway so everyone was rushing
around like mad to get hold of them until about a few
weeks when the book trade had recovered. copies were
there. people grabbed it like crazy for fear that it [was]
really going to disappear.

About two weeks alter the book was published. a
couple of guys were arrested for hacking the Prestel
system and the newspaper reporters decided that one
of those people was me. so there were headlines saying
"Hacker Author Arrested" and things like that and
again it wasn't true but it all helped sales.

lt was really quite a phenomena and l do say to all
hackers the attention that the book got was somewhat
undeserved and I feel a little bit apologetic among
serious hackers for sort of getting lucky.
ln the first book you had a schernaiic for the Black Box.
tn the sequel it wasn't there. What was British
Telecoms response to the book and how did it
influence you in a sequel?
Well. the decision to take it out wasn't mine. it was the
publishers. in fact it went in three stages. It was in the

-u

first edition the schematic was there complete with
values for the various components and then gradually
everything disappeared. f don't know that British
Telecom did anything very much other than to
condemn [the book] and what the publishers decided
not unreasonably that things were getting a little bit
hot and they [anticipated] trouble and removed the
stuff so that they could show that they were being
responsible. l think that is the way it happened. British
Telecom said that they didn't approve of that sort of
thing, that you know there are hackers on British
Telecom's stall as you might expect so you know I
think to answer to my certain knowledge a lot of people
within British Telecom found it amusing and f also have
reason to believe that some of the British Telecom
Security people were not displeased about the book
because it made everyone a lot more alert about the
use of passwords.

There issomeeviderice also toshow that quiteafew
of the books were actually sold either to computer
security people or sold by them to. if you like. their
customers in essence to say. "Look how easy it all is.
read this book and be aware.ò
How would you say that U.K. hackers would be
different from U.S. hackers?
I think that the difference is of sublety rather than of
essence. l think there are two areas of difference. First
of all my guess is that the majority of U.K. people. U.K.
computer enthusiasts. that have modems probably
acquired them about two or three years after the
majority of U.S. equivalents.

That's really a question of how modems are sold.
When l first got interested in computers. the only
modems that were available were from British
Telecom. You couldn't buy them over the counter in the
shop and you had to buy them on rental and they were
very expensive. If you had them. you either had fairly
illicit ones. ones that had been modified from U.S. use
and that was only of limited use or you had these very
expensive ones which were registered with British
Telecom.

So you got this two or three year gap. The second
way l think is that again although it wasn't the case for
me, most British enthusiasts. their first database they
called into was going to be Prestel which is a video text
system 75/1200 baud. The communication software
that they had was for that as well. It meant that a lot of
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their f.acking was either into Prestel or into systems
which looked like it. Of course there was the university
situation in the states where people would tend to be
looking at microl clue de grass teletype services
300/300. l suppose that American hobbyists would
call into The Source or into a BBS. After Prestel had
been going for a bit then in the early eighties you
started _to get the BBS which people used 300/300. I
also think that because there were so ff'f8flY W590 19>"
services. Prestel and type U H services to look at that
on the whole British hackers weren't so much
interested in big cornpuler networks so it took them a
bit longer to discover PSS and the various university
networks like JANET (Joint Academic Network) and
things like that.

In essence there is very little difference in the culture
but a slight difference of preoccupation in temrs of
what they are looking for.
As a system. what do you think of Prestel?
You could go on and on and on about that. Prestel is
extrariely interesting as a matter of history. ft had
enormous ambitions. but its ambitions were all formed
about the year 1975 which was eons before anyone
visualized the home computer as being possible. so
Prestel visualizes and suffers from it. People accessing
computers via their television sets. Which is why you
got a 40 by 24 character display. these rather curious
graphics which was a function of the belief that
memory was going to be unbelievably expensive and
that 1k of display memory was really as far as you
could go.

Also that the ordinary untrained person could never
be expected to actually type words into a machine. you
had to have all your commands being sole numbers. So
you got this curious electronic card file type of
stnicture and everything is available via pages or very
simple numeric routing comrrrands. Because Prestel is
stuck with all of this sort of thing and if you like human
knowledge about computers moved on fast. Prestel has
to become more sophisticated. remain compatible with
its 1975 fomrat and a lot of the things you would want
to be doing on a public access database. unbelievably
clumsy. For example. you can order things. all the
shopping and what have you. but you have to do it via a
system called a gateway which is essentially. the way
it works is that the gateway opens to receive a
command string from you and it closes. the command
string is processed in the remote computer. the
gateway opens to give you the answer and closes again
so on and so fonh. Any more slightly more complicated
interaction is unbelievably slow.

You could nin an online service with view data as
the front end processor. but it looks ridiculous. it
behaves in a ridiculous fonnat. so for certain types of
services I suppose it's not too bad. it's like retaining a
horse and buggy type of system when everyone is
going around in gas driven internal corrrbuslioir
engines.
Can you see Prestel evolving from what it is now?
l don't think it will do. they're trying to make it evolve
but I think it is going to remain as a historic curiosity.
It's fairly [acceptable] in one or two industries.
particularly the travel trade; it's quite useful for fast
moving financial data. ft will make very. very small
movements but it will be relying on its installed user
base. The way people are using it now is via ernufators
on personal computers. On my personal computer l
obviously got video text. Prestel in other words type
software and it's no effort to call into Prestel or airy of
the other online services.

l just can't_see any electronic publisher saying.
óChrist Almighty. we're really going to have to use this
thing. this is wonderful." In fact. most electronic
publishers nowadays publish in a variety of fomtats,
they publish in an online format. they publish in a
videotext format. and of course if their material is
suitable they would also be thinking about publishing

CORNWALL
in a CO ROM type fomrat and anything else that
becomes available. It's merely a format and the
decision to publish in it is "well. are there going to be
enough people out there to make it worth my while?"
Electronic publishing in the form that you mentioned.
how does rt work over here. everything is online?
Well. you have a variety of syslerrrs. electronic
publishing for the financial community. which is
obviously the most lucrative area. is still very hardware
bound in that if you want lo gel the service their the
way the supplier wants to let you have it is that you
have to buy his hardware and feed it down the leased
line as well as getting the service. .

That's the case with Fleuters. they are under a lot of
pressure to get rid of that and that is applied to most
other services You can hack into them because there is
always exhibition/demonstration lines. dial-up fines
available and then if you can fiddle with a personal
computer system cleverly. you can get the services.
Other fonns are basically available online and you get
it via PSS which is the British Telecom equivalent to
Telenet or Tymnet. ' _
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ñ...this idea that the hacker
can somehow fight back,
thatls the reason why non-
hackers admire them so
much. "
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There are also data-nets that use a Prestel like
fonnat but are not Prestel and you can get a number of
services that way as well for example the equivalent to
TRW for credit checking data is called CNN. that's
available in the video text format. That doesn't come
out via postal. it comes out via its own data network
and there are other data networks with other services
on them as well. So that's basically how it works.
Have you planned any future books on computer
crime?
Well. l am writing a much more serious book at the
moment called "Data Theft" which is intended for the
chief executive officer of the CDO market and that is
encouraging those people to the belief that they can't
leave data security to a mere technical funcrionary.
Though it is much more preoccupied with industrial
espionage and fraud. It is not going to be in arty way a
tongue and cheek book. "Out of the lnner Circle" was
alleged to be a book on computer security. but is
manifested for hackers. This is a book on computer
security and it is intended for chief executive officers
and l don't think hackers would find it of any direct
interest though l hope they are going to read it}

One of the things l do want to get over is this not ion
that most computer crime is committed by insiders.
computer criminals are normally employed by their
victims. l want to talk alol about police training or
rather the lack of it and lack of responsive crinrinal
code to cope with it. l still see that there is a lot of room
for frolicking with technology and l really like to
promote hacking to what l believe is its rightful
placeð-something for a tiny. tiny minority to arouse
themselves with. without actually causing any serious
hann to anybody. g __ _

In the book ñThe Rise of the Computer State" the
authorput forward the premise that there is no defense
against computer bureaucracy and having files built up
on pretty well everybody. everything. and every move.
Could you see hackers as a possible defense?
f have been asked this question in a slightly different
fomt before. Not really. I think the mode of defense is
that although these files can be built up. the files
themselves are not necessarily terribly reliable.

One of the great problems with interpretive data is
that they collect together so much information and so
much gossip that although they can have it all on the
screen in front of them they don't know whether it's
terribly reliable. The value of the hacker I think is [a|
somewhat dubious one in all of this. One of the reasons
why l think there is so much room in people's hearts for
the hacker is that they believe the hacker is going to
provide that sort of defense which you were describing.

l actually wrote a piece for one of the papers about it
[about] folk heroes arising. for example King Arthur is
a very potent figure. Robin Hood is a very potent
figure. and the potency of these things is that King
Arthur is going to be [the] one and future king. Robin
Hood. you know not a great deaf is known about Robin
Hood. but the great thing was that he stole from the
rich to give to the poor and that probably is why he is
remembered.

l think if is this idea that the hacker can somehow
fight back. that's the reason why non-hackers admire
them so much. l am afraid f don't believe that hackers
are sufficiently good or sufficiently powerful or
sufficiently able to conibal that. I do fhink that every
now and then though what a hacker can do is if he is
very lucky. expose the stupidity [of] some of the power
that is held on computers and maybe just enough that
there is that efanent of defense that you're looking for.

i But on the whole l would say the outlook for
people/individuals in the computer age is not terribly
good. .

Angthgr Tgmghawk ggyisg

An unarmed Tomahawk cruise
missile maffunctioned and landed
unexpectedly during a test launch at
Eglin AFB on 2 August. 1986. The
missile, launched from the battleship
Iowa at 10:15 a.m. CDT. flew
successfully for 69 minutes before
deploying its recovery parachute for
reasons not yet determined. The missile
made a soft landing in an uninhabited
area 16 miles west of Monroeville,
Alabama. No injuries or property
damage was reported.

The cause of the failure is not yet
known. The missile, which suffered no
apparent external damage, was
recovered and returned to the General
Dynamics works in San Diego for
investigation. The missile was the
second in four launches to land outside
the 800-square Eglin reservation. Last
December 8, the first Tomahawk
launched at Eglin landed near Freeport,
Florida. The cause of that failure was a
procedural problem which caused
portions of the missiles flight control
program to be erased during loading.

[Playground Daily News, Fort Walton
Beach, Florida, 4 August, 1986]
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